Configuracéo do Acesso sem Fios

(Win XP)

As imagens que se seguem, exemplificam a configuracdo de um acesso sem fios

em magquinas com sistema operativo Windows XP:

SSID Username Password
wifi-alunos aluno aluno
wifi-prof professor professor

convidados -

Criar uma nova rede sem fios

i Wireless Network Connection Properties 21x|

General Wireless Networks IM"E""“I
¥ Use Windows to configure my wireless network settings

- Available networks:
To connect to, di from, orfind out more i i
about wireless networks in range, click the button below.

View Wireless Networks

- Prefemed networks:
&Wmmmm;ﬂemhﬂwmﬂui&eﬁ
ﬂ Mave up
Move down l
=
ﬁ : Remove Properties

Leam about setting up wireless network Advanced
configuration.

[ o ] coea |

Figura 1 - Criacédo de Rede sem fios

Configurar rede, autenticacdo e encriptacdo

21
st
Network name (SSID): Iprofessoresl

~ Wireless network key

This network requires a key for the following:

Network Authentication: Open >
Data encryption: WEP vI

Wetwork key: I
Confirm network key: I

Keyinder (advanced) |1 _':

[V The key is provided for me automatically

I™ Thisis a compi nputer (ad h rk; wireless
access points are not used

[ ]_comes |

Figura 2 - Configuracdo Autenticagéo e encriptagdo



Clicar no Tab Autenticagéo e configurar o método PEAP

= A I(. I

Select this option to provide authenticated network access for
wireless Ethemet networks.

[V Enable IEEE 802.1x authentication for this network

EAPtype: | Protected EAP (PEAP) =l
Properties

[V Authenticate as computer when computer information is
availal

™ Authenticate as guest when user or computer information is
unavailable

coes

Figura 3 - Método PEAP

Clicar em Propriedades e retirar a opgao “Validar certificado do servidor”

When connecting:
I~ validate server certificate

™ Connect to these servers:

Trusted Root Gertification Authorities:

O 213.13.124.13 f‘
O 213.13.124.13

O 213.13.124.13

[ AAA Certificate Services

[ ABA.ECOMRoot CA

[ AcRraiz bnE

[ A-CERT ADVANCED v
«| | »f

I~ Do ot promptUser to authorize new servers of trusted
certification authorities,

Select Authentication Method:

ISecured password (EAP-MSCHAP v2) 3 Configure... I
I™ Enable Fast Reconnect
[ =

Figura 4 - Propriedades PEAP

Clicar em Configurar e retirar a op¢édo apresentada

EAP MSCHAPv2 Properties ] x|
‘When connecting:

Automatically use my Windows logon name and
password (and domain if any).

ok | Cancel |

Figura 5 - Propriedades PEAP



Configuracéo do Acesso sem Fios
(Win Vista)

As imagens que se seguem, exemplificam a configuragdo de um acesso sem fios
em maquinas com sistema operativo Windows Vista:

Painel de Controlo -> Centro de rede e partilha -> gerir rede sem fios -> adicionar

% » Control Panel » Network and Sharing Center v | 45 [l Search b

ifll » Control Panel » Manage Wireless Networks v | 49 [ search »
Network and Sharing Center Manage wireless networks that use (Wireless Network Connection)
View full map Windows tries to connect to these networks in the order listed below. To change the order, drag a network up or down in the list. You
0 a netwo can also add or remove network profiles.
: A X ;
e o, | &5 Add | @ Adapter properties & Profiletypes & Network and Sharing Center
CBARROS Multiple networks Internet s = i
ok e (This computer) Add a wireless network pdify (5)
[—.‘ DPV-WIFI Security: WEP Type: Any supported Automatically con,
i regra pt (Domain network) Customize <
e P 3 Regra-PEAP Security: 802.1x Type: Any supported Automatically con,
Connection Local Area Connection View status
Regra GUEST Security: Unsecured Type: Any supported Automatically con,
[P Regra GUEST 3 (Private network) Customize
Becess Localonly Florindos Security: WPA-Personal Type: Any supported Automatically con,
Connection Wireless Network Connection (Regra GUEST) View status
D
il Signal strength: Excellent Disconnect A = 2 N e -
0 « i »
3 sharing and Discovery 5 ftems
Network discovery © On =
Optio
File sharing © On
Public folder sharing © off
obile D
Printer sharing © off =

Figura 6 - Criacédo de Rede sem fios

Criar Perfil de rede manualmente

How do you want to add a network?

54k Add a network that is in range of this computer
"= This shows you a list of networks that are currently available and lets you connect
to one. Once you connect, a profile for the network is saved on your computer.

k.

Manually create a network profile

= This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID) and

security key (if applicable).

Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

Figura 7 — Criacao de perfil manualmente



Introduzir nome da rede e seleccionar tipo de seguranca 802.1x.

Manually

Enter information for the wireless network you want to add

Network name: wifi-prof

Security type: 802.1x v

Encryption type: WEP : ‘

Security Key/Passphrase: ‘ [] Display characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer’s privacy might be at risk.

Enter information for the wireless network you want to add

Network name: wifi-alunos

Security type: 802.1x ']

Encryption type: : WEP ¥

Security Key/Passphrase: ‘ ‘ [ Display characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

Figura 8 — Configuragdo do perfil de rede

Seleccionar modificar as propriedades da ligagédo

Successfully added WIFI-PROF

9 Connect to...

Open the "Connect to a network” dialog so I can connect.

* Change connection settings

Open the connection properties so that I can change the settings.

Figura 9 - Propriedades da ligacao




Na tab SEGURANCA seleccionar tipo de seguranca PEAP e clicar no botao propriedades.

== %

Security type: [so2.1x -

Encryption type: [WEP

Successfully added WIFI-PROF

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) < | settings... ||

| WIFI-PROF Wireless Network properties

Connection | Security Cache user information for subsequent connections
to this network
Security type: [02.1x -
Encryption type: [WE) v]

Choose a network authentication method:
I Microsoft: Protected EAP (PEAP) VI Settings...
Cache user information for subsequent connections
to this network

Close

Figura 10 - Propriedades Seguranca

Retirar a opcao “Validar certificado do servidor”
O método de autenticacdo por EAP-MSCHAPvV2

When connecting:
I ["]validate server certificate I

[] connect to these servers:

| |
Trusted Root Certification Authorities:
-
Class 3 Public Primary Certification Authority |
COMODO Certification Authority
DigiCert Assured ID Root CA
DigiCert Global Root CA
DigiCert High Assurance EV Root CA
Entrust.net Secure Server Certification Authority -
< | m |

[:] Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

secured d (EAP-MSCHAP v =] | configure... |
| —
Enable Fast Reconnect
Enable Quarantine checks
Disconnect if server does not present cryptobinding TLV

Figura 11 — Seguranca e Autenticagéo



Finalmente clicar em Configurar e retirar a opcao apresentada

El Automatically use my VWindows logon name and

password {and domain i any).

Figura 12 - Propriedades PEAP



Gestao de tickets para acesso a rede Convidados

O Wireless Lan controller pemite gerar tickets para acesso a rede convidados, para
tal € necessério aceder via Web ao equipamento através do endereco:
https://192.168.30.250 com as seguintes credenciais:

Credenciais

Username: lobbyadmin

Password: lobbyadmin

1. Configurar novo perfil de utilizador:

Pressionar new...

W N @ Csco

Lobby Ambassada

Guest Management  Guest Users List

Account it Remaining g Time Description
29d19h5msis

8d19h8m47s

lg

@ Intemet | Protected Mode: Off ®100% -

Figura 13 — Configuracéo de perfil de utilizador convidado


https://192.168.30.250/

2. Introduzir credenciais para o utilizador
Username
Password
Perido de utilizacao
Pressionar Apply

W W@ Cico - Bv B v @ v idPages lodsr”

Lobby Ambassador Guest Management

GuestManagement  Guest Users List> New Li<wack | avelv |

User Name teste

Generate Password

Password  eesss

Confirm Password ~ seess

Lifetime i days O hours O mins secs 0
Guest User Role

WLAN SSID (— =

Description

@ Internet | Protected Mode: Off 100% -

Figura 14 — Credenciais do utilizador

Confirmar perfil de utilizador

W g @ cisco v B - b v rPagev {JTockw

Nmm

cisco
Guest Management  Guest Users List New...
Mems1  to3  of3

User Name WLAN SSTD Account Remaining Time Description

meruz GuesT 28d19h1ms0s

pedro GuesT Bd19hamaes

teste GuesT 1d

Done @ Intemet | Protected Mode: Off *H100% -

Figura 15 — Perfis criados e activos

Nota: Se for necessario remover o perfil antes do tempo expirar, pressiona-se no
link remove correspondente ao utilizador em questéo.



Gestao dos Perfis de Utilizadores

Para aceder ao controlador de acessos ACS:
Por http://192.168.30.249:2002

Credenciais

Username: admin
Password: escm!_ 2K9

Criacdo de um grupo de utilizador
e Seleccionar um perfil e pressionar “rename group”

] 225479863 - TeamViewer

A CiscoSecure ACS - Microsoft Internet Explorer I 9 By Filetanster £ Actions v (@) View v £f Extras v 1]
Fle Edt Vew Favorites Tooks Help —— | &
Q@Back - @ - [x] (2] 0| S search < Favortes €2 | (1- o B

Address [&] http:/127.0.0.1:29169] > =3 JLM %

Cisco Svstems Group Setup :
.set _____________ Jw _________________E

* Default Group
* Group

o Usersin Group.
o Edit Settings
* Rename Group

Iﬁ

B | e

D

Netyork
s

Sustem
%5 Configuration

ing has not been con
red in ths

Interface
Configuration = ACS Interr

9 omr

of ACS and kep!
configured in the previous version.

j'él xternal User
Databases |

Group

To select a group to configure, use the ist to display the
configurable groups. Click the group in the list, and then dlick
jsers in Group, Edit Settings, or Rename Group.

Users in Group

Click Users in Group to see 3 list of all users assigned to the
selected group.

[Back to Top]

Edit Settings o =
| €] Applet dialup_filter started O O I

Bistart| | @ @ |[E] Ciscosecure acs - Mic... LBy o

Figura 16 - Criacdo de Grupo
2. Renomear o grupo


http://192.168.30.249:2002/

i) 225479863 - TeamViewer

cosecure Al rosoft Internet Explorer 3 By Filetn sv B Viewv £ baras v [
Fle Edt Vew Favortes Toos Help -~ | &
QBack ~ ) - [x] (2] (n| S search TrFavorites 2| (- i B
Adress [&] hetp:f/127.0.0.1:29169] =l s |unks »

e Suniws  Group Setup

soect o |

_ Renaming Group:  Rename Group

Type 3 new group name and dick Submit to assign a more
| Eonfigsion Submitd] [Rcancel duzarptive nama to the oroup profile, This 12 usetul
different groups have been configured to allow specific
privileges, such as PP or Talnet-only
Configuration capabilty.
Intrnaer R sacktomelp e L e L

st
Back to Toy

e |
[EET
T
Copsnents Group [teste] Rename Group
i
nkerface
oAy | Ao

External User
Databases.

O
e

| €] Applet diaup_iker started [BEE

istart| | [ @  |[E)ciscosecure acs- . [= B2 us

Figura 17 - Renomear Grupo

3. Adicionar novo utilizador preenchendo os campos
e Real Name

o Description

e Password

¢ Confirm Password

¥ By Filetransfer Y Actions v [ View v $F Btras v JEETET
Fle Edt Vew Favorkes Took Help . = 2 | &
QBack » ) - [x) 2] (0| Psearch :Favorites €| (1- u B
address [&] hitp:/127.0.0.1:29169/ o B |unks >
Cisco Srsreus User Setup [x]

_

Account Disabled
Deleting a Username

SFsi
[oie
— [ ™ Account Disabled ‘
|
S
Interface Description aluno_teste
B
T
| &t
user setup
_ password Authentication:

[ACS Internal Database x|

Posture
Vaiidation
Natwork Accez
st CiscoSecure PAP (Also used for CHAP/MS- TACACS+ Shell Command Authorization

CHAP/ARAP, if the Separate field is not Command i etwork Device
$ A checked.) ‘Applications
TACACS+ Unknown Services

Password |eseee
R XETE RADIUS Attbutes
LD Confirm I— pecil il
CIITT) * RADIUS Vendor-Specific Attributes
Password

I™ Separate (CHAP/MS-CHAP/ARAP)

Password
=l Account Disabled Status
Submit | Cancel Selact the Account Disabled chack box to disable this B

account: clear the check box to enable the account.
| €] Applet dialup_filter started [ ] i %7

@istart| |2 @ |[E)Cscosecure acs - Mic... B

User: teste (New User)

Supplementary User Info

L
]
|

es®

TACACS+ Outbound Password

Figura 18 - Dados do Utilizador

4. Associar o novo utilizador a um grupo criado.



| A Ciscosecure ACS - Microsoft Internet Explorer 3 Ey Fietansfer [J Actions v [Z) View v &f Extras v
Ble Edt Vew Favories Help ~ | &
QBack ~ ) - [x] (2] (0| O search <rFavorites €| (1v o B

address [ @] hetpif1127.0.0.1:29169/ = B |unks >

Tools

'ﬁﬁﬁ User Setup X
Password Authentication: ——]
4
e
-

ACS Internal Database ¥
CiscoSecure PAP (Also used for CHAP/MS-
CHAP/ARAP, if the Separate field is not  Deleting a Useame

checked.) . Y User Info

Account Disabled
i

Confirm * Group to which the useris assigned
password

* Password Authentication

callback

K
* Network Access Restrictions
Confim o Max Sessions
Password S —
When a token server is used for authentication, o nsaa Dabla
supplying a separate CHAP password for a token S

* Downloadable Atls

B0 | Eetee card user allows CHAP authentication. This is AT i
2 [ T
Databases especially useful when token caching is enabled, vance etlings
TACACS+ Enable Control

ostar

Shdation . TACACS+ Enable Password
Group to which the user is assigned: TACACE: Enable Pasevors]

o

pline

TACACS+ Outbound Password
[WIFI_aLUNOS

TACACS+ shell
* Command ization for Network Device
Applications

TACACS+ Unknown Services

IETF RADIUS Attributes

ommand Authorization

o [Ntk Acees
Profiles.
O

b
&

@ Documentation

* RADIUS Vendor-Specific Attributes

Account Disabled Status

Selact the Account Disabled check box to disable this
account: clear the check box to enable the account. =

€] Applet dislup_fiker started S i

letworl Lol

I™ Separate (CHAP/MS-CHAP/ARAP) © Cient IP Address Assignment
o] Sustem —l|' + advanced settings

5| Coniguration password [

#istart| | (3 @ |[E)ciscosecure acs

Figura 19 - Associagédo a Grupo



Para Modificar a password dos perfis Aluno e Professor:

Selecionar o grupo a modificar, alunos ou professor
Clicar em Edit Group
Modificar os campos
a. Password
b. Confirm password
No fundo da péagina, clicar em submit



